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1
Decision/action requested

This pCR proposes a solution to Key Issue #1 and #2 specified in study item on security for 5G URLLC (TR 33.825).
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Rationale

TR 23.725 discusses the Key issue #1: Supporting high reliability by redundant transmission in user plane and the SA2 has arrived on the conlusion to use the Dual connectivity based procedure as mentioned in clause 8.1. Further the Key Issue 1 & 2 in TS 33.825 highlights the security requirement for redundant user plane protection. This pCR proposes the solution to address these key issues with the existing security procedure for dual connectivity specified in TS 33.501 with required changes to adopt for URLLC service and security requirements.
4
Detailed proposal

****The following is a new text****
6.Y
Solution #Y:  Security for redundant data transmission 

6.Y.1
Introduction

The solution addresses the Key issues # 1 and #2 in the present document. This solution also addresses Key issue #1: Supporting high reliability by redundant transmission in user plane in TR 23.725 [2] and also complies with the related SA2 conclusions specified in TR 23.725 clause 8.1. Adopting different security protection for the redundant user planes at the UE for two different gNBs will increase the computation complexity, drain battery life and impacts the low latency and reliability requirements of the URLLC services. However, the potential danger of applying separate security protection outweights the convenience of using the same security contexts. For example, if the same security key is used for the two redundand user planes, then having one of the two UP paths compromised implies that both the two redundant user planes' security is compromised. To prevent this situation, it is proposed to use a scheme in which cryptographic separation is achieved while using the same key for both of the two redundant user planes, similar to the security procedures for dual connectivity specified in TS 33.501 [xx]. This also results in minimal impact to the URLLC requirement specific changes. 
6.Y.2
Solution details

The solution proposes that both PDU sessions transferring via two user plane paths are using the same key based on the SgNB addition procedure of Dual Connectivity. In this case, the MgNB applies the user plane protection key (KUR key) derived from the KgNB and provides to the SgNB in the SgNB Addition request message over the Xn-C interface between MgNB and SgNB as specified in TS 33.501 [xx]. The user plane protection key is also used by MgNB to protect one of the redundant transmissions.  The SgNB then derives its own security context using other input parameters such as the PDU session information specific to the redundant user plane path, URLLC identification information and any other required information along with KUR to the KDF to derive the security context for the redundant user plane protection. Other input parameters such as the PDU session information to the redundant user plane data protection will ensure cryptographic separation between the redundant user plane data. This mechanism can prevent attackers from identifying the related redundant data stream.
Editor's Note:  The solution will be described in detail.
Editor’s Note: A more justification is required if there is any other key.
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Figure 6.Y.2-1 security context derivation procedure
6.Y.3
Evaluation

TBD
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